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Flask-security mmospoJisierT ObICTPO JI00ABJISITh MEXaHU3MBI 0€30IIaCHOCTH JIJIs Balnero npujioxkenus. OH BKJITO-
qaeT B ceos:

1.

10.

© X N> e w N

Ayrentndukanus Ha OCHOBE CECCHU

VYupasiienue poJisiMu (IPYIIIaMy 0JIb30BaTeIeH )
MMudposanue mapoJis

HTTP-ayrenrudukarmio

Token ayrenTHdUKAIITIO

AxTuBalys y9IeTHOI 3aUcu HA OCHOBE TOKEHA (OIIMOHAJILHO)
TokeH BocCTaHOBJIEHMUsI/ cOpoca aposist (ONIMOHAIBHO)
Perucrpanus nosib3osareseil (ONIUOHATIBHO)

OrcnexnBanne Bxo/ia (OMIIHOHATIBHO)

Iomuepxka JSON/AJAX

Muorue u3 3Tux QyHKIU cTaan BO3MOXKHBIMU OJ1aronapst mHTerpanuu ¢ pasiaundabivu flask-paciimpenusymu
u oubsmorekaMu. A UMEHHO:

1.
. Flask-Mail

Flask-Login

2
3. Flask-Principal
4.
5)
6

Flask-Script
Flask-WTF

. itsdangerous

7.

passlib

Kpowme toro, npesmosraraercs, 9To Bbl OyieTe UCIOJIB30BATD OHY U3 IIPEICTABICHHBIX HUXKe ONOIMOTEK, [JIst
coelMHEHUsI ¢ 6a30il JaHHBIX U oupeeseHus Momeseil. Flask-Security moaaep:xuBaer cjemayolyue paciimpe-
HU4 U3 KOPOOKU:

1.
2.
3.

Flask-SQLAlchemy
Flask-MongoEngine

Flask-Peewee

Ornasnexwne 1


https://flask-login.readthedocs.org/en/latest/
http://packages.python.org/Flask-Mail/
http://packages.python.org/Flask-Principal/
http://packages.python.org/Flask-Script/
http://packages.python.org/Flask-WTF/
http://packages.python.org/itsdangerous/
http://packages.python.org/passlib/
http://pypi.python.org/pypi/flask-sqlalchemy/
http://pypi.python.org/pypi/flask-mongoengine/
http://pypi.python.org/pypi/flask-peewee/
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[naBa ]_

ConeprkaHue

OcobeHHOCTN

Flask-security mosBoJisieT 661CTPO J00aBJIATE O0IIKE MEXaHU3MbI O€30ITACHOCTH JIJIsi Balero npuioxkenus. Ox
BKJIIOYAET B cebs:

AyTeHTucukayumns Ha ocHoBe ceccum

AyrenTudukalusg Ha OCHOBE CECCUU OCYIIECTBJISIETCS MCK/IIOYUTENbHO 3a cueT pacimupenust Flask-Login.
Flask-Security aBromarundyecku obpabdbarbiBaeT KoHduryparmuio Flask-Login Ha ocHOBe HECKOJIBKUX COOCTBEH-
HBIX KOH(UIyPAIMOHHLIX 3HadeHnil u ncnonb3yer ‘Flask-Login Token® g 3aloMuHaHHs HOIL30BaTE-
Jleil, Korjga nux ceccus UCTEKJIa.

Role/ldentity Based Access

Flask-Security peasmsyer ouenb nmpocroe yrnpasjenue rpyIinaMu MoJb30BaTe el 3 KOPOOKU. DTO 03HATAET,
9TO BBl MOXKETE IIPUBSI3ATH K OJHOMY IOJIH30BATEINI0, KAK BBICOKUN YPOBEHB IIPUBWJIETH, TAK U HECKOJIBKO
pouteii cpady. Hanpumep, BbI MOXKeTe HA3HAYUTH CJIEYIOIIIE POJIH II0JIb30BATEISIM: aIMUHUCTPATOP, PEIaK-
TOP, CYIIEPIIOIHL30BATE b, WM UX KOMOMHAIMIO. KOHTPOJIB OCTyIIa HA OCHOBE POJIEil 1 BCe X MMEHA JOJIKHBI
OBITH YHUKAJBHBIMEU. DTa (DYHKIMS peaju3yercs ¢ moMombio pacimupenus Flask-Principal. Ecau Bbr xore-
Jin GBI OCYIIECTBJIATH OOJIee MPOABUHYTHI KOHTDPOJb MOCTyHa, Bbl MOxKere obparuthes K Flask-Principal
‘IOKyMeHTamum' .

LLIncppoBaHue naponeii

IMIudposanue naposieit peajnsoBano uepes passlib. Ilo ymosraanuto, naposm XpaHsTcs B BUie OOBITHOIO TEK-
CTa, HO BBl MOYKETE JIEFKO HACTPOUTDH AJITOPUTM MM POBaHUsI. BbI OIKHBI BCEra MCIOJIb30BATH AJITOPUTM
mudpOBAHUS B BAIlleM MIPUJIO2KEHUH, TIOAPOOHEe BbI MOYKETE MPOYUTATH B MOEH CTATHE.



http://packages.python.org/Flask-Login/
http://packages.python.org/Flask-Principal/
http://packages.python.org/passlib/
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HTTP-aytenTudmnkayms

HTTP-ayrentudukaiust uCIoJIb3yeT MPOCTOH AEKOPATOP. DTa (DYHKIUS OKUIAECT BXOILAIINE [TaHHBbIE ayH-
TuduKaInn s UAeHTHGUKAIE I0Ab30BATE/IsSI B CUCTEME. DTO O3HAYAET, YTO UM IIOJIb30BATEA JOJXKHO
OBLITH PABHO AJPECY €ro FJEKTPOHHOM MOUTHI.

TokeH aBTOpU3ayun

IIpoBepka aBropu3anuu Ha OCHOBE TOKEHA BKJIFOYEHA IIyTEM U3BJIEUEHUs] TOKEHA ayTeHTU(MUKAINN [TOJIb30-
Baresisi, myteM orupaBku HTTP POST ¢ peransmu ayrentudukanuu. YcremHnsiiit 3anpoc Bepaer 1D mosib-
30BaTeNII U TOKEH ayTeHTUMOUKAINNA. DTOT TOKEH MOXKET OBITh MCIIOJb30BAH B MOCJEAYIONIAX 3aIpocaxX K
3alUIEeHHbIM pecypcaM. TokeH ayTenTmduranun mnepegaerca B 3ampoce uepe3 HTTP-zaromoBkn mim B
GET napamerpax. ITo ymonuanuto, umst HTTP-3arosioBka Authentication-Token, a crangapraoe ums GET
napamerpa auth _token. Tokenbl ayreHTHhUKAIINN PF€HEPUPYIOTCS C TOMOIIBIO TAPOJIs HOJAb30BaTeNst. Takum
00pa3oM, ecjii U3MEHSIETCS APOJIb MOJIH30BaTE/Isl, TO CyIIECTBYIOIINI TOKEH CTAHOBUTCST HEEHCTBUTEIHHBIM.
CoOTBETCTBEHHO, HOBBII TOKEH OYJIET MOJIYUIEH y2Ke C IOMOIIBIO0 HOBOI'O HAPOJIS MOJIH30BATEIs.

MoaTBepxxpatouiee NUCbMO O perucTpayumn

IIpu kesanum BbI MOXKeTe TOTPEOOBATH, YTOOBI HOBBIN MMOJIB30BATEINb MOATBED/IIII, YKA3AHHBII [IPU PEru-
crpaluu, ajapec 3JIeKTpoHHol mouThl. Flask-Security Oyiaer oTmpap/isiTh email-coobieHue Jjisi 9TOro moJb30-
BaTeJIs, C CCBLIKOM JIJIsT TIOATBEPXK/IEHHUST CBOEro akkayHTa. [lociie mmepexosa 1o cehliKe, 0JIb30BaTelb Oy/1eT
ABTOMATHYECKH 3apPErMCTPUPOBAH. TaK »Ke, CyIECTBYET BO3MOXKHOCTD JIjIsi IOBTOPHOI OTIPABKU ITOITBED-
JKJTAIOIIEH CCHLIKY, €CJIU TIOJb30BATEIN MBITAJICH AKTUBAPOBATD y2Ke IMIPOCPOYEHHBIH TOKEH WJIA IPHU II0TEpe
JIOCTyTIA K MpeJplayIneMy email-ajapecy.

C6poc/BoccTaHoBneHne napons

Flask-Security ornpapjsier cooOIlleHre 3JIEKTPOHHON IMOYTHI ITOJIB30BATEN0 CO CChLIKOM, IO KOTOPOI OHU
MOryT copocuth cBOil maposib. Korma maposib Oymer cOpOIeH, OHU aBTOMATHYECKH BONIYT B CACTEMY U C
TOr0O MOMEHTA, CMOTYT HCIIOJIb30BATH HOBBIN IAPOJIb.

PeFVICTpa una nonb3o0BaTens

Flask-Security mpejocrapiisier (DyHKIIMOHAJ PEFUCTPAIME [T0JIb30BaTENel. DTO OYeHb IIPOCTO, BEIb JJIsl Pe-
TUCTPAIMU HOBOI'O I0JIh30BaTe s HEOOXOANMO BBECTU TOJIBKO aJpec CBOEH 3JIEKTPOHHOM IMOYTHI U IapOJib.
KosmaecTBo moseii MOYXKHO JIETKO M3MEHUTh, €CJIM BaIll IIPOIECC perucTpaiuu Tpedyer OoJibilie JaHHBIX.

Jlorrnposanue
Flask-Security, eciin HacTpoeH Ha 3Ty OIIUIO, MOXKET OTCJIEXKUBATH OCHOBHBIE COOBITHS BXOJA B cHCTEMy. A
UMEHHO:

e JlaTa mOCJIE/IHETO BXO/JA B CUCTEMY

e Bpemsa Tekymero Bxona

e Ilocmemunmit IP azxpec

Texymuit IP anpec

OO6imee KOIMIECTBO aBTOPUBAIIHIA

4 Fnasa 1. Copepxatune
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Mopnepxka AJAX/JSON

Flask-Security nomnepzxusaer dopmar json,/AJAX-3amnpocos tam, rje 310 ymectno. IIpocto nomuuTe, 9T0 Bee

KOHEYHBIE TOYKHU TPeOYIOT csrf-Token. Bojiee KOHKPETHO, jSon TOJIEPKUBACTCS JIJIsT CJIEYIONIUX 3aIIPOCOB:
e Login requests

e Registration requests

Change password requests

Confirmation requests

Forgot password requests

Passwordless login requests

Configuration

The following configuration values are used by Flask-Security:

Core

SECURITY_BLUEPRINT_NAME Specifies the name for the Flask-Security blueprint.
Defaults to security.

SECURITY_URL_PREFIX Specifies the URL prefix for the Flask-Security
blueprint. Defaults to None.

SECURITY_FLASH_MESSAGES Specifies whether or not to flash messages during
security procedures. Defaults to True.

SECURITY_PASSWORD_HASH Specifies the password hash algorithm to use
when  encrypting and  decrypting  passwords.
Recommended values for production systems are
bcrypt, shab12_crypt, or pbkdf2_shab512. Defaults to
plaintext.

SECURITY_PASSWORD_SALT Specifies the HMAC salt. This is only used if the

password hash type is set to something other than plain
text. Defaults to None.

SECURITY_EMAIL_SENDER Specifies the email address to send emails as. Defaults
to no-reply@localhost.
SECURITY_TOKEN_AUTHENTICATION_KEY Specifies the query string parameter to read when using
token authentication. Defaults to auth_token.
SECURITY_TOKEN_AUTHENTICATION_HEADER| Specifies the HTTP header to read when using token
authentication. Defaults to Authentication-Token.
SECURITY_TOKEN_MAX_AGE Specifies the number of seconds before an authentication
token expires. Defaults to None, meaning the token
never expires.

SECURITY_DEFAULT_HTTP_AUTH_REALM Specifies the default authentication realm when using
basic HI'TP auth. Defaults to Login Required

1.2. Configuration 5
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URLs and Views

SECURITY_LOGIN_URL

Specifies the login URL. Defaults to /login.

SECURITY_LOGOUT_URL

Specifies the logout URL. Defaults to /logout.

SECURITY_REGISTER_URL

Specifies the register URL. Defaults to /register.

SECURITY_RESET_URL

Specifies the password reset URL. Defaults to /reset.

SECURITY_CHANGE_URL

Specifies the password change URL. Defaults to /
change.

SECURITY_CONFIRM_URL

Specifies the email confirmation URL. Defaults to /
confirm.

SECURITY_POST_LOGIN_VIEW

Specifies the default view to redirect to after a user logs
in. This value can be set to a URL or an endpoint name.
Defaults to /.

SECURITY_POST_LOGOUT_VIEW

Specifies the default view to redirect to after a user logs
out. This value can be set to a URL or an endpoint
name. Defaults to /.

SECURITY_CONFIRM_ERROR_VIEW

Specifies the view to redirect to if a confirmation error
occurs. This value can be set to a URL or an endpoint
name. If this value is None, the user is presented the
default view to resend a confirmation link. Defaults to
None.

SECURITY_POST_REGISTER_VIEW

Specifies the view to redirect to after a user successfully
registers. This value can be set to a URL or an endpoint
name. If this value is None, the user is redirected to the
value of SECURITY_POST_LOGIN_VIEW. Defaults to None.

SECURITY_POST_CONFIRM_VIEW

Specifies the view to redirect to after a user successfully
confirms their email. This value can be set to a URL
or an endpoint name. If this value is None, the user is
redirected to the value of SECURITY_POST_LOGIN_VIEW.
Defaults to None.

SECURITY_POST_RESET_VIEW

Specifies the view to redirect to after a user successfully
resets their password. This value can be set to a URL
or an endpoint name. If this value is None, the user is
redirected to the value of SECURITY_POST_LOGIN_VIEW.
Defaults to None.

SECURITY_POST_CHANGE_VIEW

Specifies the view to redirect to after a user successfully
changes their password. This value can be set to a URL
or an endpoint name. If this value is None, the user is
redirected to the value of SECURITY_POST_LOGIN_VIEW.
Defaults to None.

SECURITY_UNAUTHORIZED_VIEW

Specifies the view to redirect to if a user attempts
to access a URL/endpoint that they do not have
permission to access. If this value is None, the user is
presented with a default HTTP 403 response. Defaults
to None.

Fnasa 1. Copepxatune
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Template Paths

SECURITY_FORGOT_PASSWORD_TEMPLATE Specifies the path to the template for the
forgot password page. Defaults to security/
forgot_password.html.

SECURITY_LOGIN_USER_TEMPLATE Specifies the path to the template for the user login page.
Defaults to security/login_user.html.
SECURITY_REGISTER_USER_TEMPLATE Specifies the path to the template for the

user registration page. Defaults to security/
register_user.html.

SECURITY_RESET_PASSWORD_TEMPLATE Specifies the path to the template for the reset password
page. Defaults to security/reset_password.html.

SECURITY_CHANGE_PASSWORD_TEMPLATE Specifies the path to the template for the
change password page. Defaults to security/
change_password.html.

SECURITY_SEND_CONFIRMATION_TEMPLATE | Specifies the path to the template for the resend
confirmation instructions page. Defaults to security/
send_confirmation.html.

SECURITY_SEND_LOGIN_TEMPLATE Specifies the path to the template for the send login
instructions page for passwordless logins. Defaults to
security/send_login.html.

1.2. Configuration 7



Flask-Security Documentation, Beinyck 1.7.4

Feature Flags

SECURITY_CONFIRMABLE

Specifies if users are required to confirm their email
address when registering a new account. If this value
is True, Flask-Security creates an endpoint to handle
confirmations and requests to resend confirmation
instructions. The URL for this endpoint is specified
by the SECURITY_CONFIRM_URL configuration option.
Defaults to False.

SECURITY_REGISTERABLE

Specifies if Flask-Security should create a user
registration endpoint. The URL for this endpoint is
specified by the SECURITY_REGISTER_URL configuration
option. Defaults to False.

SECURITY_RECOVERABLE

Specifies if Flask-Security should create a password
reset /recover endpoint. The URL for this endpoint
is specified by the SECURITY_RESET_URL configuration
option. Defaults to False.

SECURITY_TRACKABLE

Specifies if Flask-Security should track basic user login
statistics. If set to True, ensure your models have
the required fields/attribues. Be sure to use ProzyFiz
<http://flask.pocoo.org/docs/0.10/deploying /wsgi-
standalone/#prozy-setups> if you are using a proxy.
Defaults to False

SECURITY_PASSWORDLESS

Specifies if Flask-Security —should enable the
passwordless login feature. If set to True, users
are not required to enter a password to login but
are sent an email with a login link. This feature is
experimental and should be used with caution. Defaults
to False.

SECURITY_CHANGEABLE

Specifies if Flask-Security should enable the change
password endpoint. The URL for this endpoint is
specified by the SECURITY_CHANGE_URL configuration
option. Defaults to False.

Email

SECURITY_EMAIL_SUBJECT_REGISTER

Sets the subject for the confirmation email. Defaults to
Welcome

SECURITY_EMAIL_SUBJECT_PASSWORDLESS

Sets the subject for the passwordless feature. Defaults
to Login instructions

SECURITY_EMAIL_SUBJECT_PASSWORD_NOTI

CESets subject for the password notice. Defaults to Your
password has been reset

SECURITY_EMAIL_SUBJECT_PASSWORD_RESET Sets the subject for the password reset email. Defaults

to Password reset instructions

SECURITY_EMAIL_SUBJECT_PASSWORD_CHAN

FESAt8TheBubject for the password change notice. Defaults
to Your password has been changed

SECURITY_EMAIL_SUBJECT_CONFIRM

Sets the subject for the email confirmation message.
Defaults to Please confirm your email

Fnasa 1. Copepxatune
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Miscellaneous

SECURITY_SEND_REGISTER_EMAIL Specifies whether registration email is sent. Defaults to
True.

SECURITY_SEND_PASSWORD_CHANGE_EMAIL | Specifies whether password change email is sent.
Defaults to True.

SECURITY_SEND_PASSWORD_RESET_NOTICE_EM¥dcifies whether password reset notice email is sent.
Defaults to True.

SECURITY_CONFIRM_EMAIL_WITHIN Specifies the amount of time a user has before their
confirmation link expires. Always pluralized the time
unit for this value. Defaults to 5 days.

SECURITY_RESET_PASSWORD_WITHIN Specifies the amount of time a user has before their
password reset link expires. Always pluralized the time
unit for this value. Defaults to 5 days.

SECURITY_LOGIN_WITHIN Specifies the amount of time a user has before a login
link expires. This is only used when the passwordless
login feature is enabled. Always pluralized the time unit
for this value. Defaults to 1 days.

SECURITY_LOGIN_WITHOUT_CONFIRMATION | Specifies if a user may login before confirming their
email when the value of SECURITY_CONFIRMABLE is set
to True. Defaults to False.

SECURITY_CONFIRM_SALT Specifies the salt value when generating confirmation
links/tokens. Defaults to confirm-salt.
SECURITY_RESET_SALT Specifies the salt value when generating password reset
links/tokens. Defaults to reset-salt.
SECURITY_LOGIN_SALT Specifies the salt value when generating login
links/tokens. Defaults to login-salt.
SECURITY_REMEMBER_SALT Specifies the salt value when generating remember

tokens. Remember tokens are used instead of user ID’s
as it is more secure. Defaults to remember-salt.
SECURITY_DEFAULT_REMEMBER_ME Specifies the default “remember me” value used when
logging in a user. Defaults to False.

Quick Start

Basic SQLAlchemy Application

Basic MongoEngine Application

Basic Peewee Application

Mail Configuration

Basic SQLAIchemy Application

SQLAIchemy Install requirements

$ mkvirtualenv <your-app-name>
$ pip install flask-security flask-sqlalchemy

1.3. Quick Start 9
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SQLAIchemy Application

The following code sample illustrates how to get started as quickly as possible using SQLAlchemy:

from flask import Flask, render_template

from flask.ext.sqlalchemy import SQLAlchemy

from flask.ext.security import Security, SQLAlchemyUserDatastore, \
UserMixin, RoleMixin, login_required

# Create app

app = Flask(__name__)

app.config['DEBUG'] = True

app.config['SECRET_KEY'] = 'super-secret'
app.config['SQLALCHEMY_DATABASE_URI'] = 'sqlite://'

# Create database connection object
db = SQLAlchemy(app)

# Define models

roles_users = db.Table('roles_users',
db.Column('user_id', db.Integer(), db.ForeignKey('user.id')),
db.Column('role_id', db.Integer(), db.ForeignKey('role.id')))

class Role(db.Model, RoleMixin):
id = db.Column(db.Integer (), primary_key=True)
name = db.Column(db.String(80), unique=True)
description = db.Column(db.String(255))

class User(db.Model, UserMixin):
id = db.Column(db.Integer, primary_key=True)
email = db.Column(db.String(255), unique=True)
password = db.Column(db.String(255))
active = db.Column(db.Boolean())
confirmed_at = db.Column(db.DateTime())
roles = db.relationship('Role', secondary=roles_users,
backref=db.backref ('users', lazy='dynamic'))

# Setup Flask-Security
user_datastore = SQLAlchemyUserDatastore(db, User, Role)
security = Security(app, user_datastore)

# Create a user to test with

Oapp.before_first_request

def create_user():
db.create_all()
user_datastore.create_user(email='matt@nobien.net', password='password')
db.session.commit ()

# Views
©app.route('/")
@login_required
def home():

return render_template('index.html')
if __name__ == '__main__"':
app.run()

10 Fnasa 1. Copepxatune
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Basic MongoEngine Application

MongoEngine Install requirements

$ mkvirtualenv <your-app-name>
$ pip install flask-security flask-mongoengine

MongoEngine Application

The following code sample illustrates how to get started as quickly as possible using MongoEngine:

from flask import Flask, render_template

from flask.ext.mongoengine import MongoEngine

from flask.ext.security import Security, MongoEngineUserDatastore, \
UserMixin, RoleMixin, login_required

# Create app

app = Flask(__name__)

app.config['DEBUG'] = True
app.config['SECRET_KEY'] = 'super-secret'

# MongoDB Config
app.config['MONGODB_DB'] = 'mydatabase’
app.config['MONGODB_HOST'] = 'localhost'
app.config['MONGODB_PORT'] = 27017

# Create database connection object
db = MongoEngine (app)

class Role(db.Document, RoleMixin):
name = db.StringField(max_length=80, unique=True)
description = db.StringField(max_length=255)

class User(db.Document, UserMixin):
email = db.StringField(max_length=255)
password = db.StringField(max_length=255)
active = db.BooleanField(default=True)
confirmed_at = db.DateTimeField()
roles = db.ListField(db.ReferenceField(Role), default=[])

# Setup Flask-Security
user_datastore = MongoEngineUserDatastore(db, User, Role)
security = Security(app, user_datastore)

# Create a user to test with
Oapp.before_first_request
def create_user():
user_datastore.create_user(email='matt@nobien.net', password='password‘)

# Views
©app.route('/")
@login_required
def home():
return render_template('index.html')

1.5. Basic MongoEngine Application 11
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if __name__ == '__main__
app.run()

Basic Peewee Application

Peewee Install requirements

$ mkvirtualenv <your-app-name>
$ pip install flask-security flask-peewee

Peewee Application

The following code sample illustrates how to get started as quickly as possible using Peewee:

from flask import Flask, render_template

from flask_peewee.db import Database

from peewee import *

from flask.ext.security import Security, PeeweeUserDatastore, \
UserMixin, RoleMixin, login_required

# Create app
app = Flask(__name__)
app.config['DEBUG'] = True
app.config['SECRET_KEY'] = 'super-secret'
app.config['DATABASE'] = {

'name': 'example.db',

'engine': 'peewee.SqliteDatabase',

# Create database connection object
db = Database (app)

class Role(db.Model, RoleMixin):
name = CharField(unique=True)
description = TextField(null=True)

class User(db.Model, UserMixin):
email = TextField()
password = TextField()
active = BooleanField(default=True)
confirmed_at = DateTimeField(null=True)

class UserRoles(db.Model):
# Because peewee does not come with built-in many-to-many
# relationships, we need this intermediary class to link
# user to roles.
user = ForeignKeyField(User, related_name='roles')
role = ForeignKeyField(Role, related_name='users')
name = property(lambda self: self.role.name)
description = property(lambda self: self.role.description)

# Setup Flask-Security
user_datastore = PeeweeUserDatastore(db, User, Role, UserRoles)

12 Fnasa 1. Copepxatune
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security = Security(app, user_datastore)

# Create a user to test with
Oapp.before_first_request
def create_user():
for Model in (Role, User, UserRoles):
Model.drop_table(fail_silently=True)
Model.create_table(fail_silently=True)
user_datastore.create_user(email='matt@nobien.net', password='password‘)

# Views
@app.route('/")
@login_required
def home():
return render_template('index.html')

if __name__ == '__main__

app.run()

Mail Configuration

Flask-Security integrates with Flask-Mail to handle all email communications between user and site, so it’s
important to configure Flask-Mail with your email server details so Flask-Security can talk with Flask-Mail
correctly.

The following code illustrates a basic setup, which could be added to the basic application code in the
previous section:

# At top of file
from flask_mail import Mail

# After 'Create app'

app.config['MAIL_SERVER'] = 'smtp.example.com'
app.config['MAIL_PORT'] = 465
app.config['MAIL_USE_SSL'] = True
app.config['MAIL_USERNAME'] = 'username'
app.config['MAIL_PASSWORD'] = 'password'

mail = Mail(app)

To learn more about the various Flask-Mail settings to configure it to work with your particular email server
configuration, please see the Flask-Mail documentation.

Models

Flask-Security assumes you’ll be using libraries such as SQLAlchemy, MongoEngine or Peewee to define a data
model that includes a User and Role model. The fields on your models must follow a particular convention
depending on the functionality your app requires. Aside from this, you're free to add any additional fields
to your model(s) if you want. At the bare minimum your User and Role model should include the following
fields:

User

e id

1.7. Mail Configuration 13
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e email

e password

e active
Role

e id

e name

e description

Additional Functionality

Depending on the application’s configuration, additional fields may need to be added to your User model.

Confirmable
If you enable account confirmation by setting your application’s SECURITY CONFIRMABLE
configuration value to True, your User model will require the following additional field:

e confirmed_at

Trackable
If you enable user tracking by setting your application’s SECURITY TRACKABLE configuration value to
True, your User model will require the following additional fields:

e last_login_at

e current_login_at

e last_login_ip

e current_login_ip

e login_count

Customizing Views

Flask-Security bootstraps your application with various views for handling its configured features to get you
up and running as quickly as possible. However, you’ll probably want to change the way these views look to
be more in line with your application’s visual design.

Views
Flask-Security is packaged with a default template for each view it presents to a user. Templates are located
within a subfolder named security. The following is a list of view templates:

e security/forgot_ password.html

o sccurity/login_ user.html

o sccurity/register _user.html

14 Fnasa 1. Copepxatune



Flask-Security Documentation, Beinyck 1.7.4

o security/reset_password.html

o security/change password.html

o sccurity/send_ confirmation.html

o sccurity/send_login.html
Overriding these templates is simple:

1. Create a folder named security within your application’s templates folder

2. Create a template with the same name for the template you wish to override
You can also specify custom template file paths in the configuration.

Each template is passed a template context object that includes the following, including the objects/values
that are passed to the template by the main Flask application context processor:

e <template_name>_form: A form object for the view
e security: The Flask-Security extension object

To add more values to the template context, you can specify a context processor for all views or a specific
view. For example:

security = Security(app, user_datastore)

# This processor is added to all templates
Osecurity.context_processor
def security_context_processor():

return dict(hello="world")

# This processor is added to only the register view
Osecurity.register_context_processor
def security_register_processor():

return dict(something="else")

The following is a list of all the available context processor decorators:
e context_processor: All views
e forgot_password_context_processor: Forgot password view
e login_context_processor: Login view
e register_context_processor: Register view
e reset_password_context_processor: Reset password view
e change_password_context_processor: Reset password view
e send_confirmation_context_processor: Send confirmation view

e send_login_context_processor: Send login view

Forms

All forms can be overridden. For each form used, you can specify a replacement class. This allows you to
add extra fields to the register form or override validators:
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from flask_security.forms import RegisterForm

class ExtendedRegisterForm(RegisterForm):
first_name = StringField('First Name', [Required()])
last_name = StringField('Last Name', [Required()])

security = Security(app, user_datastore,

register_form=ExtendedRegisterForm)

For the register_form and confirm_register_form, each field is passed to the user model (as kwargs)
when a user is created. In the above case, the first_name and last_name fields are passed directly to the
model, so the model should look like:

class User(db.Model, UserMixin):
id = db.Column(db.Integer, primary_key=True)
email = db.Column(db.String(255), unique=True)
password = db.Column(db.String(255))
first_name = db.Column(db.String(255))
last_name = db.Column(db.String(255))

The following is a list of all the available form overrides:

login_form: Login form

confirm_register_form: Confirmable register form
register_form: Register form
forgot_password_form: Forgot password form
reset_password_form: Reset password form
change_password_form: Reset password form
send_confirmation_form: Send confirmation form

passwordless_login_form: Passwordless login form

Emails

Flask-Security is also packaged with a default template for each email that it may send. Templates are
located within the subfolder named security/email. The following is a list of email templates:

security/email /confirmation_ instructions.html
security/email/confirmation_ instructions.txt
security/email /login_instructions.html
security/email /login_instructions.txt
security/email/reset_instructions.html
security/email /reset_instructions.txt
security/email /reset_notice.html
security/email /change_notice.txt
security/email/change_notice.html

security/email /reset_notice.txt

16
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o security/email /welcome.html
o security/email /welcome.txt
Overriding these templates is simple:
1. Create a folder named security within your application’s templates folder
2. Create a folder named email within the security folder
3. Create a template with the same name for the template you wish to override

Each template is passed a template context object that includes values for any links that are required in
the email. If you require more values in the templates, you can specify an email context processor with the
mail_context_processor decorator. For example:

security = Security(app, user_datastore)

# This processor s added to all emails
Osecurity.mail_context_processor
def security_mail_processor():

return dict(hello="world")

Emails with Celery

Sometimes it makes sense to send emails via a task queue, such as Celery. To delay the sending of emails,
you can use the @security.send_mail_task decorator like so:

# Setup the task

QGcelery.task

def send_security_email (msg) :
# Use the Flask-Mail extension instance to send the incoming " 'msg " parameter
# which is an instance of “flask_mail.Message”
mail.send (msg)

Osecurity.send_mail_task
def delay_security_email (msg):
send_security_email.delay (msg)

API

Core

flask_security.core.current_user
A proxy for the current user.
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Protecting Views
User Object Helpers
Datastores

Utils

Signals

See the Flask documentation on signals for information on how to use these signals in your code.

See the documentation for the signals provided by the Flask-Login and Flask-Principal extensions. In addition
to those signals, Flask-Security sends the following signals.

user_registered
Sent when a user registers on the site. In addition to the app (which is the sender), it is passed user
and confirm_ token arguments.

user_confirmed
Sent when a user is confirmed. In addition to the app (which is the sender), it is passed a user argument.

confirm_instructions_sent
Sent when a user requests confirmation instructions. In addition to the app (which is the sender), it is
passed a user argument.

login_instructions_sent
Sent when passwordless login is used and user logs in. In addition to the app (which is the sender), it
is passed user and login_ token arguments.

password_reset
Sent when a user completes a password reset. In addition to the app (which is the sender), it is passed

a user argument.

password_changed
Sent when a user completes a password change. In addition to the app (which is the sender), it is
passed a user argument.

reset_password_instructions_sent
Sent when a user requests a password reset. In addition to the app (which is the sender), it is passed
user and token arguments.
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